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correct?
_tow do we know?

int Find(float[] a, int m Int n,
float x) {

while (m<n) {
| | (mth) / 2
< x) A

f(x <aljl) {
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Maki ng sense Of
prograns

* Programsenmanti cs defines a | anguage
- e.qg., Hoare logic, D jkstra's weakest
precondi tions
* Speci fications record desi gn decisions
- General i zation of type annotations

* Tools anplify human effort
- manage details
- find I nconsi stenci es
- ensure quality

- you have al ready seen type checking, type
| nf erence




State predicates

* A predicate is a boolean function o
the programstate

* Exanpl es:
-X =8
-X <Yy
-m=n = (Vj | Osj<a.length - a[j] =
Na N)
- true
- fal se
DQ'

\




Hoare triples

* For any predicates P and Q and
any programs,

postcondi tion

1P} 5 1Q}

precondi ti on

says that iIf S is started in (a
state satisfying) P, then it
termnates 1n Q
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Exanpl €s

e {true} x : =12 {x = 12}

e {x <40} x : =12 {10 = x}
e X <40} x :=x+H {?7}

e {IMm=n} | :=Hmmn)/2 {??}

* {0 =m<n =a.length A a[M
=X}
r :=Find(a, m n, X)

e {false} S {x" + y» =2z}




Preci se triples

*If {P} S {Q} and {P} S {R},
t hen does
{P} S {Q n R}
hol d?

49‘



Preci se triples

e | f {P} S {Q} and {P} S {R},
t hen does
{P} S {Q n R}
hol d?

* The nost precise Q such that

{P} S {Q}
s called the strongest
postcondi ti on of w th respect

to P.
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\Weakest
precondi t10NS

*lf {P} S {R} and {Q} S {R},
t hen
{P v QF S {R}
hol ds.

* The nost general P such that
{P} S {R}

|s call ed the weakest

precondition of S wth

sgppect to R,

witten w(S, R)

A




Tri pl es and WP

A

{P}r 5 {Q}
If and only If

= w(5, 0O




Program sermanti s
—skip
®* NO- Op
*wp(skip, R)

Il
I

*wo(skip, x'+y =2z
= X' +y =2




Program sermanti s

—assi gnnent
* eval uate E and change val ue of

to E
° p— — Q
V\p(W. E, R) — I‘[V\r,eplace w by E
in R
*w(x :=x +1, x = 10)
= x+l = 10
= Xx < 10
wo(x : =15 x = 10)
wo(y :=x + 3*fy, x = 10)
wWo(x,y :=Yy, %X, X <Y)




Program sermanti s
—assert

*if P holds, do nothing, else
don't term nate

* wp(assert P, R) = P AR

* wp(assert x <10, 0 = x)
= 0 = x <10

* wp(assert x =vy*y, 0 = X)
* wpo(assert false, x = 1

™
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Program
conposi t1ons

*If {P} S {QF and {Q} T {R},
then {P} S: T {R}

*lf {P A B} S {R} and {P A
"B} T {R},

then {P} if B then S el se
end {R}

49‘




Program senant i.cls
_sequenti al conposi ti1on

*wp(S; T, R)b = w(Sw(T, R))
* Wo(x := x4+l ; assert x = vy, 0 <Xx)
= WwWo(X :=x+l, wp(assert x = vy, 0 <Xx))
= WX :=x+l, 0 <x = V)
= 0 <x+l = vy
= 0= x<y
‘Wg)(y =vy+l ; X :=x +3*y, y = 10 A 3 =
4§ ( 1 ( 3* 10
= Wply = Yy+l, X = X+mYy, = A
3 = X)) g w >y
= w(y :=y+l, vy = 10 A 3 = x+3*y)
= y+l = 10 A 3 = x4+3*(y+l)
= y<1l0A 3 =x+3*Y +3
= y <1l0A 0= x + 3*y



Program senanti Cs
_condi ti onal conposi tion

*wo(if B then S else T end, R)
(B = w(S, R) A ( 'B= w(T, R))
(B A w(S, R) v (B A w(T, R))

(x#10 A x+H1 = 10) v (x=10 A x+2 = 10)
(x#10 A x < 10) v false
X < 10

e w(if x <y then z :=vy else z :=x end, 0 = 2)
= (X <y A w(z:=y, 0=2)) v
((Xx <y) Aw(z :=%x, 0=2))
= (X <y AO=y) v(y=s=xn0=s=x)
= O=y v 0=sx

wpo(if x#10 then x := x4l else x :=x + 2 end, x = 10)

= (x#10 A w(x :=x+l, x = 10)) v
((x#£10) A w(Xx :=x+2, x = 10))



Exanpl €

(X '=null = x '!'=null & x.f >=0) &
(X = null = z-1 >=0)
1f (x != null) {
* X l=null & x.f >=0
n= x.1t;
} el’Ee {
n= z—1-: z-1 >=0
* 1 4
Zt++;
n >0
}*

a = new char[n];

true




A good exercise€

Def | ne
change w such that P

by giving its weakest
precondi tion

\




LOOpPS

To prove
{P} while B do S end {Q}

find invariant | and wel | -founded vari ant
function vi such that:
-invariant holds initially: P = |
-invariant is maintained: { A B} S {]}
-invariant is sufficient: | A B = Q

- variant function i s bounded:
] AN B= 0 = vf

- variant functi on decreases:
{J N B A vi=VF} S {vf<V/F}




Revi ew

* {P} skip {P}

* {Plw. =E]} w =E {P}

* {PAB} assert B {P}

*if {P} S {QF and {Q} T {R},
then {P} S ; T {R}

1 f {PaAB} S {R} and {Pan 'B}
T {R},
then {P} if B then S else T
end {R}




LOOpPS

To prove
{P} while B do S end {Q}
prove
i }
while B do /

{0 = vf}

end
o)

/
S {| A vf<VF}



Exanpl e: Array sum

{0=N

k :=0 s :=0;
while k # N

do s:=s4a[k] ;
end k: =k+1

{s =(2i | O=i <N -
ali])}




Exanpl e: Array sum

{0=N} k :=0;, s :=0;

khi 2ok & N=do: -
ahille ik &N} {0 = vf}

do s:=s+af k] :

end k: sk+[ k] ; k:=kH1

{s = (&i v Ukl <N -
Qnd])}

- ali])}




Exanpl e: Array sum

k :=0; s :=0; { }
while k # N do
{0 = vf}

s: =s+al k] ; k: =+
{J N vi</F}
end

- ali])}



Exanpl e: Array sum

k :=0; s :=0; { }
while k # N do
{0 = vf}

s: =s+al k] ; k: =+
{J N vi</F}
end
{s =(2i | O=i <N -
alif3} s = (i | O=i<k - a[il])
AN O Kk N
*vi: Nk

IA
IA



Exanpl e: Array sum
tnitialization

{0 = (2i 0= .

0=0=N} a0 -
k : = 0;

{0 = (2 O=i g

0=k=N} l e A
s :=0;

é;k;él}ﬁ | Osi<k -« a[i]) A



Exanpl e: Array sum
—_} nvari ance

{sta[k] = (Zi | Osi<k . a[i])+alk] A Osk<N
A N-k-1<VF}

s :=5s + alk];

{s = (i Osi<k - al[i])+alk] A Osk<N

A N k-1<VF}

{s = (2i O=i <k+1 - a[i]) AO=k+=N
A N (k+1) </F}

k : = k+1;
{s =(2I | O=si<k - a[i]) A O0=k=N A N-k<VF}




| n- cl ass exer cl se:

conput i NG cubes

{0=N}

k :=0;: r -=0:
— U, S = |: - — .
whi l e k&\ do L t:i=6

a[k] =1
I =r 4+ s-
S =5 +1
t :=t +6
k :=k +1
end

(Vi | Osi<N - al[i] =i3)}



Conput i ng cubes

_@uessi ng the i nvari ant

* Fromthe postcondi tion
(Vi | Osi<N .+ al[i] =13
and the negation of the guard
k=N

guess the invariant
(Vi | Osi<k « a[i] =13 A
O=k=N
* Fromthis I nvariant and vari ant

function N-k, 1t follow that the
| oop term nates



Conputi ng cubes
—NBTE\’( ai ni ng the 1 nvarl ant

whi | e k=N do

{(Vi | Osi<k - a[i] =1i3) A r=k3 A O0=k<N}
alk] :=r;

r:=r +’s; _

S :=5 +t: Add this to the

t =t + 6 I nvariant, and then

(Vi | Osi<k - a[i] =i3) A try to provedthat | t
~ I S mai ntai ne

(Vi | Osi<kH - ali] =i3) A vorrizng

k :=k +1

{(Vi | O=i <k al[i] =13 A 0=k=N}
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Conput i NG cubes
_MBi ntai ning the inv
whi |l e k&N do

ari ant

{r +s =k + 3*k? + 3*k + 1}

alk] :=r; Add

ri=Er s, s = 3k2 + 3k + 1
S :=5S +t; to the invariant, and
t :=t + 6; then try to prove that
{r =k? + 3*k? + 3*k + It is nmaintained

{r = (k+1)°}

k :=k +1

{r =k}



Conputi ng cubes
—NBTE\’( ai ni ng the 1 nvarl ant

whi | e k=N do

{s +t =3*k? + 6%k + 3 + 3*k + 3 + 1}
alk] :=r

N Add
ri=ro+s; t =6%k + 6
S =5 +; to the invariant, and
t :=t + 6; then try to prove that

{S. = 3*k? + 6%k + 3 + It Is maintained
= 3*(k+1)? + 3*(k+1l) + 1}

=k +1

{s =3*k? + 3*k + 1}

AN
wn
| I



Conputing cubes

_MRi ntai ni ng the i nvari ant
whil e k=N do

r .

S
t

{t = 6%k + 6 + 6}

{t =6*(k+l) + 6}

k :=k +1

{t = 6%k + 6}
end

I
+ 4+ +

—+ W

S,
t;
6,



Conput i NG cubes
_Establishing the i nvari ant

{(Vi O=i ] =i

o=|o3/\_|<0 ali] =13 A 0=0=N A
1 =302 + 3*0 + 1 A

6 = 6*0 + 6}

k:fO; r.:=; s :=1: t :=6;
{(Vi | Osi<k - a[i] =13 A O0=k=N A

r = k3 A



| n- cl ass exer cl se:

conput i NG cubes
—Answers

°| nvari ant:
(Vi | O=s i<k - ali] =13

N A

11 lA

=
A
ki + 3*k + 1 A
kK + 6

ant functi on:

k3
3k
O*



Chi ps: Does |
term nate?

« YOu have a bag of R, Y, B chips.
«|lf one chip remains, you take it out.

« Otherwi se, renove two chips at random

~If one of the two chips is R, you do not put
chi ps back in bag.

~If both are Y, you put one Y and five B chips in
bag.

-If one chipis B and the other is not R, put ten
R chips in bag.




Vari ant functi on

* Lexi cographi ¢ orderi ng:
(#Y, #B, #R)



DI KStra s nap
probl em

* G ven
-two sets of points in R of
equal cardinality

*Find
- A one-to-one nmappi ng such that

nmappi ng lines do not cross in
RZ



Exanpl e: Proposed
al gori thm

map = choose any one-to-one mapping

while ( exists crossing)
uncross a pair of crossing lines












Correctness

*ls this algorithmcorrect
when It termnates (parti al
correctness) ?

* Does this al gorithm
term nate?



Correctness

*ls this algorithmcorrect
when It termnates (parti al
correctness) ?

* Does this al gorithm
term nate?

- My be the nunber of crossing
dimni shes at each i1Iteration?






Correctness

°|ls this algorithmcorrect when
It termnates (parti al
correctness) ?

* Does this algorithmterm nate?

- May be the nunber of crossing
dimnishes at each iteration? No

- Moy be the total line | ength
decreases






Ot her conmmoll
i nvari ants

* k 1s the nunber of nodes
traversed so far

* the current value of n does not
exceed the initial value of n

*all array elenents wth an | ndex
|l ess than | are smaller than x

* the nunber of processes whose
programcounter is inside the
critical section is at nost one

*the only principals that know the
key K are A and B




Bel gi an chocol ate

* How many breaks do you need to

nake 50 I ndi vi dual

10x5 Bel gi an chocol ate bar?

* Note: Belgian chocolate is so
thick that you can't break two
pl eces at once.

° | nvari ant:

#

pl eces froma

nleces =1 + #

or eaks



L= \J\J |

obllgatlons
_3 closer |ook

To prove
{P} while B do S end {Q}

find invariant | and variant function
vf such that:

-invariant initially: P = JAre all of these
- i nvari ant nai ntai ned: Cg@g gi,o{]s
-invariant sufficient: J AN'B = Q

- vf wel | - founded

-vf bounded: J] A B = 0 = vf

- vf decreases: {J A B A vi=VF} S {vf</F}




_Vvlv

obligations
_invariant holds initially

k%%'\'? s :=0; {J}
while k # N do

{0 = vf}

s:=s+a[ k] ; k:=k+l
{J] A vf<VF}
end

ali])}
J: s =(Zi | Osi<k - a[i]) A
O<k<N



_Vvlv

obligations
_invariant 15 mai nt ai ned

k :=0; s :=0; {J}
shile k = N do

{0 = vf}
{J] A vf<VF} Eg%k
end
{s =(Zi | O=si <N
al1])}

J: s =(Zi | Osi<k - a[i]) A
O<k<N



Ll

obl i gati ons
_invariant is suf

k :=0; s :=0; { }
while k # N do

ficient

{0 = vf}
%% k: =k+1
{J N vi</F}

end

a[%%}
; O=k=N
f- N- k

J

VT



k :=0; S =
{ }

while k 2 N do
SN {0 = vf}
Wo

{J N vi</F}
end

{s = (5] %id\l-
al }
I:%ﬁ' '

IR




k :=0; s :=0; { }
while k # N do
{0 = vf}

. =K-
{ vl <V/F}

end

al1])}
] : = (X | Osi<k - a[il]) A
Ik <




_Vvlv

obl i gati ons
—variant function decreases

k :=0; s :=0; {J}
shile k = N do

{0 = vf}
5Ki
{J "A vf<VF}
end
{s = (% | O=si<N
ali])}



Ranges 1N
i nvari ants
k :=0;, s :=0;, {J}

while k # N do Where are
{0 = vf }these used?

s: =s+al k] ; k: =+
{J N vi<VF}
end

ali])}
J: s =(Zi | Osi<k -
<k <N




Ranges: | ower bound

{s+a[k] =(2i | O=si<k - a[i])+alk] A O=k<N
A N-k-1<VF}

s :=5 4+ alk];

{s = (2 O=si<k - al[i])+alk] A Osk<N
A N-k-1<VF}

{s =(2i | O0si<k+1 - a[i]) AO=k+l=N
A N (k+1) <VF} s step uses 0=k

k : = k+1;
{s =(2i | Osi<k - a[i]) A O=k=N A N-k<VF}




Ranges: upper bound

k :=0; s :=0;
whi | e k=N dPThIS step uses k;{d }
= vf}

s: =s+al k] ; k: =+
{J N vi<VF}
end

al1])}
JO:SkSSN=(Zi | Osi<k « ali]) A



Ranges: upper bound
k :=0; s :=0; {]}

whi | N Q6ven with <instead
@ {07= vf}
k<
s:=s+4al k] ; k:=k+1
{J AN vi<V/F}
end this step still needs k=N

@ {s=(3 | Osi<N -
al1])}
J: s =(3i | Osi<k - alil) A
O<k <N




	An introduction to Hoare-style program verification
	Is this program correct? —How do we know?
	Making sense of programs
	State predicates
	Hoare triples
	Examples
	Precise triples
	Slide 8
	Weakest preconditions
	Triples and wp
	Program semantics —skip
	Program semantics —assignment
	Program semantics —assert
	Program compositions
	Program semantics —sequential composition
	Program semantics —conditional composition
	Example
	A good exercise
	Loops
	Review
	Slide 21
	Example: Array sum
	Slide 23
	Slide 24
	Slide 25
	Example: Array sum —Initialization
	Example: Array sum —Invariance
	In-class exercise: computing cubes
	Computing cubes —Guessing the invariant
	Computing cubes —Maintaining the invariant
	Slide 31
	Slide 32
	Slide 33
	Computing cubes —Establishing the invariant
	In-class exercise: computing cubes —Answers
	Chips: Does it terminate?
	Variant function
	Dijkstra’s map problem
	Example: Proposed algorithm
	Slide 40
	Slide 41
	Slide 42
	Correctness
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Other common invariants
	Belgian chocolate
	Loop proof obligations —a closer look
	Loop proof obligations —invariant holds initially
	Loop proof obligations —invariant is maintained
	Loop proof obligations —invariant is sufficient
	Loop proof obligations —variant function is well-founded
	Loop proof obligations —variant function is bounded
	Loop proof obligations —variant function decreases
	Ranges in invariants
	Ranges: lower bound
	Ranges: upper bound
	Slide 60

